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M Related regulations and information

(1) Information Security Policy and Information Standards

http://www.cc.mie-u.ac.jp/cc/policy/

Mie University Information Security Policy

Education and Research Information Security Stan-

dards

Information Security Policy for Offices

University Hospital Information Security Standards
(2) University-wide Regulations and Other Information

http://www.mie-u.ac.jp/gakunai/kisoku/index.htm

Mie University Personal Information Protection

Regulations

Mie University Corporate Documentation Management Regulations
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Summary of Mie University Business Computer
Work Processes

Mie University Graduate School of Medicine/Faculty
of Medicine Procedures for Use of the Information
Network

Mie University Hospital Procedures for Use of the
Information Network

Mie University Hospital Integrated Medical Informa-
tion System Operation Management Regulations
Mie University Hospital Operation Management
Regulations on the Electronic Storage System for
Medical Records, etc
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These guidelines summarize things to be aware of when using campus computers, the
¢ campus network and the Internet via the campus network*. These guidelines are for every- :
one using the campus network, including faculty and students. Please notice the following
: points and behave appropriately as a user of the campus network. Violations of these

¢ guidelines may be subject to warnings or disciplinary actions. ;
¢ * “Campus computers, the campus network and the Internet via the campus network” is described as the “campus network”
in this document. :

1 . Observe the regulations

To use the campus network, you must follow the “Mie University Information Security Policy” (in Japanese)
and the “Information Security Standards for Education and Research” (in Japanese) (the security standards
consist of three parts - education and research, office work, and the university hospital). These regulations are
available on the Mie University Center for Information Technologies and Networks website.

The Mie University Information Security Policy (in Japanese): http://www.cc.mie-u.ac.jp/cc/policy/

2. Limited usage for education, research and office works

The campus network is provided for educational, research and office purposes only. Do not use it
for improper, illegal or immoral purposes.

3. Illegal copying and downloading of illegal content are prohibited

Do not unlawfully copy or distribute music, videos, books, software or other copyrighted works in
breach of license agreements. Furthermore, knowingly downloading audio-visual content distrib-
uted unlawfully is an offence and may be subject to criminal punishment.

4. Use of file-sharing software are prohibited

Do not use P2P file-sharing software (Winny, Share, Cabos, etc) on the campus network. Such
software is often used to distribute unlawful software and viruses. Also, when you download data
with such software, your computer automatically shares the data, which could lead to serious
offenses. The university monitors potentially illegal or improper communications and may block
access to the network or investigate your PC in the case of suspicious circumstances.

5. Appropriate management of software licenses

Installing software on more PCs than allowed by the user agreement is a license violation. Please
read and follow by user agreements. Furthermore, you must keep a ledger of software used in
laboratories and seminars, etc.

6. Large-volume downloads are prohibited

Though, the service may seem to be free on campus, there are usually conditions of use established
between the university and the service provider. For example, using programs to download a large
volume of content at once is prohibited by many electronic journals and business.

7. Management of IDs and passwords

All users must look after their IDs, passwords, IT devices, and software, etc. Access to the ID of
other users by guessing their passwords or other means is a crime. Also, never give your ID or
password to another person.
Please use a meaningless character string combining with uppercase and lowercase letters,

numbers, and symbols for your password. Also try to make the password as long as possible within
the character limit. We recommend using a different password for each system. Please memorize
the passwords. If this is not possible, you may use password management software etc.

8. Use the newest version of software

Please update the OS (Windows, Mac OS X, etc) and applications to the newest version. In particu-
lar, please make sure to update software used to access the Internet, such as the Internet browser
(Internet Explorer, Firefox, Chrome, Safari, etc), Flash Player, and Adobe Reader. Many software
can be updated automatically. Please enable the update function and periodically check whether it
is updated correctly.

9. Install anti-virus software

You have to install anti-virus software on all computers connected to the campus network. Please
also periodically run a virus check on all files on the computer. Viruses can also be transmitted by
physical media such as USB sticks, in addition to over the network.

When your computer may be infected with a virus, disconnect it from the network immediately
and contact Center for Information Technologies and Networks.

(Tel: 059-231-9772 / E-mail: support@cc.mie-u.ac.jp)

10. Be careful of software downloaded from the Internet
A huge quantity of paid and free software is distributed on the Internet. Such products may be
imitations or contain unnecessary software packaged with the main program or viruses. Please
acquire software from a legitimate distributor and do not download from unreliable sites. Also,
please carefully check whether any packaged software will be installed with the main program
during installation.

1 1. Phishing

Scam operations called “phishing” are increasing. In many cases, the user is directed to a perfect
imitation of a legitimate site by a mail requesting to input ID and password, after which the operator
of fake site has control of the user’s ID and password. Recently, such mails have become sophisticated,
making them difficult to detect. When you get a mail relating to passwords or other important details,
please take a moment to consider whether it is genuine or not. Also, scams using false pop-up
dialogues such as “A virus has been detected” or “Your PC is running slowly” are common. Although
it is inadvisable to ignore warnings, please bear in mind that such warnings may be fake.

12. Leakage of information
Please guard against loss or theft of information devices such as PCs, external hard drives or USB
sticks which contain important information. Theft occurs frequently on the campus. Also it may be
prohibited to ship USB sticks etc. containing important information or take them off campus. Storing
data on online cloud services is also considered to be “taking data off campus.” In addition, it is
reported recently that information was unintentionally leaked through the use of software linked
with cloud services.

13. Connection of Windows 8.1 is prohibited
It is prohibited to connect devices that cannot receive security updates to the campus network.
Security updates for Windows 8 .1 was ending from January 10, 2023, after which the
connection of devices running Windows 8 .1 to the campus network was prohibited. Similarly, the
use of Windows Server 2012, Office 2013 was prohibited. Please switch to a successor product.
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